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Current State

• Regulations issued by New York Department 
of Financial Security effective March 1, 2017, 
phased in over a two-year period

• NAIC Insurance Data Security Model Law.  
Compliance with NY regulations deemed 
compliance with the Model Law.  Chair for 
the Working Group expects the final 
document to pass through the Innovation 
and Technology Task Force and be sent to the 
Executive Committee for final approval "at 
the next available opportunity”

• NY regs require insurance companies to 
ensure that third-party service providers 
have adequate policies and procedures in 
place for security of sensitive data 
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This means 
arbitrators

• Specifically includes the requirement 
that third-party service providers 
have policies and procedures in place 
for encryption of non-public 
information, both “in transit and at 
rest”

• Clients increasingly expect arbitrators 
to have policies and procedures in 
place

• Law firms have instituted policies and 
procedures and also expect 
arbitrators to have policies and 
procedures in place
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Tech Talk 
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File Encryption

• Sometimes just need to encrypt attachments (e.g., 
Cover e-mail does not contain confidential 
information)

• Most versions of Microsoft Office and Apple OS 
allow for file encryption

• Could also use an FTP site, such as sync.com, 
pCloud, SpiderOak and HighTail.

• Don’t send the password for the encrypted file in 

the same communication as the encrypted file 

itself.
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The following standalone 
products encrypt files or folders 
on your PC or Mac.

Veracrypt 
(Windows and 

Mac)

AxCrypt 
(Windows)

DiskCryptor 
(Windows)

GNU Privacy 
Guard (Windows 

and Mac)
7-Zip (Windows)

WinZip (Windows) 
or WinZip5 Mac 

(Mac)

iZip (Mac)
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File Encryption – Adobe 
PDF for Apple OS X

1. Open a .pdf document 
in Preview

2. Choose File -> Save as

3. Choose a name

4. Click “Encrypt”

5. Choose a password
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File Encryption – Creating Encrypted .zip Files (older versions of WinZip)
Adding a Password

4. Then click on 
Add and a 
password window 
will open.







File Encryption – Creating Encrypted .zip Files (newer versions of WinZip)
Setting Destination







Deletion of Files

Deletion of files does 
not mean those files 
are gone.

01
It means that the files 
are not readily 
accessible, and 
probably would need 
to be forensically 
restored

02
Failure to delete files 
properly can damage 
your reputation and 
your desirability as a 
vendor

03



Things to Consider 
when Deleting Files

• Check everywhere – Word files, Excel files, e-mail 
files, .pdf files, etc.

• Any computer backup system may contain files that 
you wish to delete.  

• If at a company or firm, be aware of the 
document retention policy

• Consider whether you have an old computer that 
may contain files

• Don’t donate computers without making sure your 
files are wiped

• Terry Pratchett – when in doubt, use a steamroller
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Mechanics of Deletion 

• Right-click on file or folder and select “Delete” 
from drop-down menu

• This will send the file or folder to the Recycle Bin 
(PC) or Trash (Mac)

• Also need to empty the Recycle Bin or Trash to 
delete file or folder entirely

• The above applies for Word, Excel, or e-mail 
systems
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Software for deletion

• For wiping a hard drive, there are various software 
solutions

• https://www.lifewire.com/free-data-destruction-
software-programs-2626174

• Identifies free programs that will wipe hard 
drive
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