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Regulation and Ethics of Artificial Intelligence 
Recognizing the Benefits of AI Without Falling Victim to its Avoidable and  

Manageable Shortcomings 
 

By Debra J. Hall* 
 
I. INTRODUCTION 

 
“Recent technological change has transformed almost every part of life. Today, technology 
influences our relationships, decisions, desires and the way we experience reality.”1 

     -- Matthew Beard & Simon Longstaff 
 

Artificial intelligence (AI) will continue to revolutionize every facet of our lives and have a 
profound impact on the world economy,2 including the way we think about risk and liability. But 
in reality, we are only witnessing the beginning days of this transformative technology. The 
Defense Advanced Research Projects Agency (DARPA) recently announced its focus on the 
“third wave” of AI theory and application which will transform computers from specialized tools 
into machines with “human-like communication and reasoning capabilities, with the ability to 
recognize new situations and environments and adapt to them.”3 
 
In July 2017, the Comptroller General of the United States convened a Forum on Artificial 
Intelligence, including participants from industry, government, academia, and non-profit 
organizations. Forum participants highlighted a number of challenges related to AI, including: 
data bias; issues relating to the collection and sharing of data needed to train AI systems; the 
adequacy of current laws and regulations; and the need to develop and adopt an appropriate 
ethical framework to govern the use of AI in research. This article addresses these topics as well 
as touching on the regulatory implications to the insurance industry arising from AI development 
and adoption.4  
 

II. AI AND MACHINE LEARNING 
Many important decisions historically made by people are now made by computers. Algorithms 
count votes, approve loan and credit card applications, target citizens or neighborhoods for 
police scrutiny, prepare taxes, select taxpayers for IRS audit, grant or deny immigration visas, 
help identify serial rapists by reducing the turnaround time on untested rape kits, prepare patent 
claims and even invent new patents, aid radiologists in detecting wrist fractures and other 
imaging diagnostics, settle insurance claims and empower the advent of driverless cars.5  
 
Machine Learning 
This article focuses primarily on the subset of AI known as machine learning. Modern machine 
learning applies and refines a series of algorithms on a large data set by optimizing iteratively as 
it learns in order to identify patterns and make predictions for new data.6 Data may be of 
different types and qualities and may be obtained from different sources (“structured” as in an 
explicit database or “unstructured” e.g., information may be obtained from diverse sources on the 
Internet, massive amounts of pictures or other data). Computers develop these abilities either 
from “learning algorithms,” written by humans who feed massive amounts of training data into 
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an artificial neural network7 (named for its ability to process information in a way that is loosely 
based on the brain’s nerve cell structure) or through no human intervention at all.8  
 
An excellent example of both the power of AI today and the difference between supervised and 
unsupervised learning is DeepMind Technology’s latest evolution of AlphaGo, the first computer 
program to defeat a world champion at the ancient Chinese game of Go. AlphaGo initially 
trained on thousands of human amateur and professional games to learn how to play Go. But the 
new version of the program, called AlphaGo Zero, skips this step and learns to play simply by 
playing games against itself, starting from completely random play.  
 
After just 3 days of learning through self-play, AlphaGo Zero defeated the previous version 
AlphaGo (which had itself defeated the human world champion 18 times) by 100 games to 0. As 
noted by DeepMind Technology’s CEO, “[o]ver the course of millions of AlphaGo vs AlphaGo 
games, the system progressively learned the game of Go from scratch, accumulating thousands 
of years of human knowledge during a period of just a few days.”9 
 
The AlphaGo Zero example is what some researchers refer to as “machine teaching” – and what 
commentators suggest will be the biggest exponential leap for AI – machines teaching one 
another. Imagine a machine that has taught itself in a number of days what humans learned over 
thousands of years, as with the game of Go – and then transferring that knowledge to another 
machine with the same potential.10 
 

III. IMPLICATIONS FOR (RE)INSURANCE PROFESSIONALS 
As insurance and reinsurance professionals we are at the epicenter of both the legal and 
regulatory impact of AI. We can expect: new insurance products;11 modifications to existing 
products;12 new ways of underwriting products,13 modified distribution systems;14 new ways of 
pricing products;15 changes in the way that we look at risk, to including “risk slicing;”16 new 
risks,17 and changes to current revenue streams.18  
 
At the same time, we can count on regulators examining the impact and effect on consumers’ 
privacy, insurance risk and pricing, the potential for new non-insurance players in the market, 
insurance solvency, and much more to drive the regulation of the use of AI by those in the 
industry. Whether insurers will be able to play on a level playing field with others, be stifled in 
their application of AI, or be scrutinized and tested in unanticipated ways is yet to be seen.  
 
Although data plays a central role in the insurance industry, it is estimated that most insurers 
only process 10-15% of the data they have access to, mostly structured data housed in traditional 
databases.19And as insurers struggle with creating, monitoring and implementing AI within their 
own business, they will need to be ever-vigilant about the manner in which they underwrite 
clients going forward who are also utilizing AI in their businesses. Reinsurers will be wise to 
fully understand how their ceding companies are underwriting and monitoring the AI risk they 
insure. 
 
Disputes between policyholders and insurers and between insurers and reinsurers will no doubt 
arise and need to be arbitrated or litigated. Given the proprietary and confidential nature of AI, it 
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may behoove these industry players, to utilize the confidentiality afforded by arbitration. By 
necessity, arbitrators should be aware of the AI landscape and ready to take on these challenges.  
 

IV. UNDERSTANDING THE MAJOR CHALLENGES OF AI 
The Problem of Bias 
AI systems rely on huge amounts of data, making it essential to understand how the data is 
influencing the behavior of the AI system. For example, if the system is trained on biased data, it 
will make unbalanced or unfair decisions, which may favor some groups over others. The irony 
is that the ability of machine learning to analyze data at a very granular level has the potential to 
produce more accurate pricing and risk assessment but is challenged by outcomes that might 
implicitly correlate with the discriminatory characteristics that industry regulators seek to 
prohibit.20 
 
At its core, data bias is how discrimination of various types is translated into technology. This is 
not to suggest that this is the intended outcome. Bias can be inadvertently introduced in 
numerous ways, including: 
  

• lack of diverse thought or experiences among those who are training the AI;21  
• framing of the algorithmic model (what the data scientists want the AI to achieve);22  
• training data can be either unrepresentative of reality or can itself reflect existing 

prejudices;23 or 
• during the data preparation stage, bias can exist in the selection of attributes chosen for 

the algorithm to consider,24 which may include use of proxies that, in effect, introduce the 
discriminatory factors into the AI in indirect ways.25  

 
Potential bias is not limited to race or gender, but extends to the economic background of the 
technologists, their religious preferences, as well as the full spectrum of their own experiences.26  
Experts assert that the key to diversifying data, and thereby minimizing bias, is to diversify the 
human beings that are accountable for the data in the first instance, thinking critically about data 
to ferret out biases, owning the process and taking responsibility for the consequences.27  

 

Others suggest that bias is harder to fix than simply ensuring diversity in people and data on the 
front end. Fixing data bias involves trying to predict and identify downstream bias impacts 
before it’s too late; altering the standard testing practices that might mask bias in the 
training/validation process; avoiding the “portability trap” in which a system designed for one 
purpose or geographic area might not be fairly used in another; and indeed, defining what is 
“fair.”28  
 
Fortunately, some AI researchers are hard at work addressing these problems by creating 
algorithms to detect and mitigate biases hidden within training data or learned by the model 
regardless of the integrity of the data; processes that hold companies accountable for fair 
outcomes from their systems and discussions aimed at discerning the various definitions of 
“fairness.”29 Accenture recently introduced an “AI Fairness tool” which uses AI to examine how 
data influences variables such as age, gender and race in a given model.30  
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The Congressional report, Rise of the Machines, warned that as AI is increasingly deployed into 
industries such as finance, law and medicine, existing biases reinforced by technology can cause 
harm to populations. Transparency is key to identifying bias – not only with respect to the 
system itself and the data the algorithm relies upon, but also how and why it makes the decisions 
it does. Transparency in this context is sometimes referred to as “interpretability” or 
“explainability.”31  
 
The Opacity or Black Box Problem 
Machine learning techniques have the potential to achieve a high degree of accuracy and avoid 
the errors that might be made by humans. However, the complexities of these AI systems, and 
the basis upon which they make decisions, often elude humans, including those who created the 
systems. Often referred to as opaque or black box AI, it is sometimes not possible to track the 
reason that the system made the decision it did.  
 
Some might question why results need to be explainable? After all, driving a car does not require 
the knowledge to build one. The need for explainability should be examined in connection with 
the impact that the technology is expected to have in the real world. If the AI is used for finding 
songs or movies to entertain us, interpretability doesn’t matter much but when there are 
implications affecting our health, safety, or finances—interpretability becomes very relevant. 
 
The concern about transparency is particularly important with respect to what is known as “deep 
learning.”32 While deep learning has proved very powerful in recent years and the hope is that it 
will play an essential role in diagnosing deadly diseases and solving some of the most 
challenging problems that societies face – this won’t happen – and shouldn’t happen – unless we 
can make these systems more understandable to their creators and accountable to their users.33 
Humans want to know why AI made a given decision—particularly when the decision impacts a 
major life decision, or even life itself. The OECD notes that “millions or even billions of 
parameters used by deep learning to solve a problem do not easily allow its results to be reverse-
engineered.”34 
 
The Financial Stability Board (FSB) has warned that the lack of “interpretability” or 
“auditability” of AI and machine learning methods could present a macro-level risk if not 
appropriate supervised.35 This lack of interpretability could be even more problematic during a 
systemic shock. Although recognizing the scarcity of skilled resources as a problem, the FSB 
nonetheless recommends that beyond the staff operating the AI applications, there needs to be 
oversight by key functions including risk management, internal audit, administrative 
management and regulators.36  
 

It is important that progress in AI and machine learning applications is 
accompanied with further progress in the interpretation of algorithms’ 
outputs and decisions. Increased complexities of models may strain the 
abilities of developers and users to fully explain, and/or, in some 
instances, understand how they work. Efforts to improve the 
interpretability of AI and machine learning may be important conditions 
not only for risk management, as noted above, but also for greater trust 
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from the general public as well as regulators and supervisors in critical 
financial services.37 

 
Interestingly, AI technology is being developed as a way to interpret the rationale for the 
decisions made by other AI systems. Mark Riedl, director of the Entertainment Intelligence Lab 
at the Georgia Institute of Technology in Atlanta coined the term “AI Rationalization” to 
describe how we can train a second parallel Neural Network to semantically describe the actions 
of the first. 38 Using a 1980s video game, called Frogger, Riedl asked human subjects playing the 
game to describe their tactics aloud in real time, then recorded those comments in the game’s 
code, trained a second system to translate between the two from code to English, producing an 
AI that would translate into human terms the decisions it made about the frog’s movement. 
 
Similarly, researchers believe that AI will play a critical role in helping us defend against cyber 
attacks–another example of machines helping us to address the problems of other machines.  
 
The Challenge of Controlling Adversarial AI 
One concern for AI experts and researchers is the malicious use of AI, or “adversarial AI.” 
Imagine AI being manipulated to read benign tumors as malignant in order to advance an 
insurance fraud scheme, AI changing or deleting stop signs so that autonomous vehicles crashed 
into each other,39 or AI-generated “deep fake content”—the generation of text or video which 
could be mistaken for plausible news stories or events.40  
 
In fact, deep fake content has gotten so much recent attention that U.S. Senator Ben Sasse (R-
NE) introduced legislation in December 2018 to criminalize the malicious creation and 
distribution of deep fakes.41 Although the bill expired at year-end, it is likely to be re-introduced. 
Legislation addressing deep fakes was also introduced in 2017 in the New York State Assembly 
and reportedly opposed by several Hollywood companies.42 One free-market think-tank 
commentator has suggested that deep fakes are nothing new, citing to the positive uses of the 
technology and predicting that society will learn to mitigate any potential resulting harm without 
the need for regulation or legislation.43 
 
To provide more focus and coordination to an effort to fight adversarial AI that has to this point 
been ad hoc, IBM Research Ireland has released the Adversarial Robustness Toolbox, an open-
source software library to support both researchers and developers in defending against 
adversarial attacks in the hope of making AI systems more secure. IBM defines the adversarial 
AI threat on their website as follows: 
 

Adversarial attacks pose a real threat to the deployment of AI systems in security critical 
applications. Virtually undetectable alterations of images, video, speech, and other data 
have been crafted to confuse AI systems. Such alterations can be crafted even if the 
attacker doesn’t have exact knowledge of the architecture of the [AI system] or access to 
its parameters. Even more worrisome, adversarial attacks can be launched in the physical 
world: instead of manipulating the pixels of a digital image, adversaries could evade face 
recognition systems by wearing specially designed glasses, or defeat visual recognition 
systems in autonomous vehicles by sticking patches to traffic signs. 44   
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Those contracting with AI vendors and incorporating AI into their own systems should 
take heed—designing an AI system ethically is not enough—it must also 
resist unethical human interventions.45 
 

V. THE ETHICS OF AI  
While AI holds the promise of solving some of the most intractable problems of our time – it 
presents unique and sometimes vexing challenges. Technologists have observed: there is no 
reason to think we are obliged to choose between scientific advances and ethics. But, as with any 
project design, you can’t solve problems you don’t acknowledge.46 
 
The World Economic Forum has defined AI as the software engine that drives the “Fourth 
Industrial Revolution”47 but has cautioned that we proceed intentionally and ethically, 
recognizing that decisions regarding responsible AI design are often made by engineers “with 
little training in the complex considerations at play.”48  
 

Creating AI without considering the potential ethical and human-centered implications 
creates liabilities for the evolution of social, economic and governance systems. In view 
of the magnitude of risk and the central role that AI will have in ordering societal 
infrastructure, those responsible must be taught from the beginning how to design for 
healthy outcomes. This includes awareness ranging, for example, from data integrity and 
cultivating transparency to understanding how technical decisions relate to civil, social 
and geopolitical outcomes.49  

 
AI’s impact is already seen in our homes, highways, businesses, and professional lives. Today it 
is embedded in children’s toys and classrooms50– the time is coming soon when robots will be 
caring for our children and the elderly. It is essential that policy decisions are made to protect 
society, particularly the most vulnerable among us. Of course, the challenge is to accomplish this 
without stifling innovation.  
 
Renowned Australian philosophers, Dr. Matthew Beard and Dr. Simon Longstaff have raised 
central questions about how, as a world, we approach the use of AI for good and not for bad, 
noting that this question is not limited to the obvious military or headline-grabbing topics, but 
must be pursued with respect to those areas where “the stakes aren’t obvious and the harms are 
hard to foresee.”51 
 
In their joint paper, Beard and Longstaff propose a universal ethical framework for technology 
based on principles that they argue should inform the design, development and deployment of 
new technologies regardless of industry sector or AI product. The authors posit that “if ethics 
frames and guides our collective decision-making” society can enjoy the benefits of AI without 
falling victim to its avoidable and manageable shortcomings.52   
 
Fortunately, AI developers are also recognizing the need to regulate their own activities. 
Microsoft has developed six principles for its AI systems, including: fairness, safety and 
reliability, privacy, inclusion, transparency, and accountability.53 Similarly Google has instituted 
a “responsible Development of AI” protocol.54  
 



 7 

But how far can and should self-regulation go with technology that has the inherent ability to 
violate our rights of privacy and implicate moral dilemmas? Certainly, corporations should not 
be trusted with the unilateral right to make such decisions for society.  

While numerous companies and organizations have been working in good faith on developing 
codes of ethics to govern the development and deployment of AI, one legal scholar and European 
Commission official/advisor, Paul Nemitz, sees at least some of these efforts as a “move of genius” 
by the large tech companies, intended to delay the debate and necessary work on law and regulation 
over AI. While embracing the concept of codes of ethics when they are intended to guide the 
behavior of companies above and beyond the rule of law, Nemitz stresses that any effort to replace 
or avoid the implementation of law through ethics must be rejected. Nemitz observes that the 
conflicts of interest that inevitably result between corporations and the public cannot be solved by 
unenforceable codes of ethics or self-regulation.55 Additionally, there is no guarantee that ethical 
frameworks developed by current or future AI companies will be compatible with the expectations 
of those who use the AI or policymakers. 

But codes of ethics, backed by enforcement through certifying regulatory bodies, or the violation 
of which can be proven in a court of law are a step above self-regulation and an approach that 
should be considered. Just as AI through machine learning is a new frontier of "historical" AI, 
regulatory approaches need to be innovative and nimble, not simply grounded in regulatory 
history. A technology-savvy approach to regulation will go far in preventing societal harm; 
conversely, a stodgy mindset of lawmakers may indeed shut a door we've only just cracked open. 
Assembly of top minds in AI, untethered to corporate gain, should be at the heart of any regulatory 
body shaping AI legislation or regulation. And clearly, legislation/regulation should demand full 
transparency of algorithmic output.  

The core question then becomes – which of the challenges that AI presents can be left to ethics 
and which need to be addressed by standards-setting organizations or by regulation or law. Some, 
including Nemitz, suggest that those matters that are fundamental rights of individuals or important 
to the State – must be dealt with through a parliamentary, democratic process. This is not unlike 
the approach beginning to emerge in the various regulatory arenas. 

VI. TO REGULATE—OR NOT—AND HOW? 
Governments and policymakers around the world are grappling with questions about how AI 
impacts their existing legal and regulatory frameworks. Some obvious and other less obvious 
threshold questions are being or need to be addressed: 
 

• What interests should regulators seek to protect?  
• Do existing regulatory structures cover AI? If not, how should they be adapted, or should 

new ones be established?  
• Recognizing that the cost of regulation is burdensome, how do regulators balance the 

human benefits to be derived from AI innovation against the potential harm to be 
protected against? 

• How do regulators address these issues in a timely manner recognizing that protections 
should be in place before consumers and users experience harm, while at the same time 
knowing that AI is still developing?  
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• Knowing that entities are investing now in AI, and in some cases, these are regulated 
entities, is it reasonable to impose regulations after-the-fact that could cause economic 
harm, or even insolvency? 

• Who should regulate AI? Should there be an overarching AI technology regulator, or 
should the existing sector-specific regulators determine how best to regulate AI within 
the context of their overall regulatory efforts? In the insurance industry, does this state-
by-state approach further exacerbate the effect of extra-territorial regulation that the 
insurance industry is burdened by now? Or is a central regulator more appropriate to 
avoid duplication of and inconsistent regulation? Is this decision dictated by the lack of 
AI skills and human resources in the regulatory arena? 

 
In addition to the issues above, policymakers should carefully consider the question of 
intentional ambiguity as opposed to specificity in regulating AI. Laws are often enacted with a 
recognized degree of ambiguity, due to political pressures, stalemate or lack of subject matter 
knowledge. The expectation is that someone down the road will fill in the details—a regulatory 
agency may adopt regulations—or a court may interpret and decide what was intended by the 
legislative body or is required by other laws, treaties or constitutions. Although many 
commentators have encouraged an “agile” approach, others have suggested that this transfer of 
responsibility can be counter-productive as applied to AI regulation.56  
 
Recognizing that those who build AI systems must by necessity deal with certainty and 
precision, when faced with ambiguity or broad standards, the tendency will be for data scientists 
to fill in the gaps. When this occurs, the accountability that we expect through our courts when 
harm occurs, could be difficult to attain because AI depth is not accessible to the average person 
and courts are ill-equipped to understand it. These experts suggest that the best approach might 
be to supplement the more ambiguous or “agile” laws with specific regulation. “Rules give 
clarity and forewarning while standards offer greater flexibility for interpretation”—in practice, 
policymakers may consider a broad overarching standard with a narrow set of rules, through 
regulation, for developers to follow.57 This is not unlike the federal government’s approach to 
standard-setting in the cybersecurity space. 
 
But once policymakers decide on the degree of desired specificity, should such regulatory 
standards be sector specific or generally applicable across industries? So far, the sector-specific 
approach seems to be prevailing.58 But regardless of the level at which regulation ultimately 
occurs, it is essential that regulation occur in the context of the application of the AI. The privacy 
needs that arise from AI systems that recommend songs and movies are very different than the 
life and death concerns presented by an AI system diagnosing a critical medical condition. 
 
That said, some proponents are contemplating not only a national but a world view of AI. The 
Boston Global Forum59 advocates for common standards around the world to promote 
cooperation and “interoperability” among countries.60 We need to proceed mindfully and 
cautiously. 

 
AI Use by Governments 
While developing their own knowledge and skills in AI and assessing the way in which to 
regulate their respective industries and protect consumers, governments and regulators are 
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focused on adopting AI technologies for fraud detection, compliance and other regulatory uses to 
make their own jobs more efficient and accurate, a topic which is beyond the parameters of this 
article.61  
 
The U.S. House of Representatives has observed that federal, state and local government use of 
AI to make “consequential decisions” about people should ensure that the algorithms that 
support these systems are accountable and inspectable.62 Given the power that government has 
over our daily lives, not to mention our industries, we need to be ever-vigilant of these 
developing capabilities and uses.  
 

VII. AN OVERVIEW OF REGULATORY EFFORTS 
United States—Executive Order 
On February 11, 2019, President Trump signed an executive order entitled “Maintaining 
American Leadership in Artificial Intelligence.”63 The executive order seeks to solidify 
American leadership in AI by empowering federal agencies to: drive breakthroughs in AI 
research and development; establish technological standards to support reliable and trustworthy 
systems that use AI; provide guidance with respect to regulatory approaches; and to address 
issues related to the AI workforce.64 Consistent with the objectives set forth in Section 2 of the 
executive order, Section 6 directs that within six months the OMB, in coordination with other 
groups, will issue a memorandum to all agencies that will (1) inform the development of 
regulatory and non-regulatory approaches by such agencies regarding technologies and industry 
sectors that are either empowered or enabled by AI, and (2) consider ways to reduce barriers to 
the use of AI technologies in order to promote innovative application. Both mandates are 
directed to occur in the context of upholding civil liberties, privacy, and American values and the 
reduction of AI barriers must be balanced with the protection of the U.S. economy and national 
security. The agencies have six months form the OMB memorandum to respond to the OMB. 
 
The executive order also directs the National Institute of Standards and Technology (NIST) to 
issue a plan “for Federal engagement in the development of technical standards and related tools 
in support of reliable, robust, and trustworthy systems that use AI technologies.” The NIST plan 
is to be developed in conjunction with private sector, academia and non-government entities as 
appropriate.  
 
NIST has been a leader in the development of cyber security standards. Their work in AI can be 
expected to be as challenging but as robust an effort as they have led previously.  
 
Federal Legislation and Regulation 
To date, there have been six U.S. Congressional hearings held on the topic of AI, the most recent 
culminated in a report of a subcommittee of the U.S. House of Representatives called Rise of the 
Machines. The House Subcommittee recommended that federal agencies review privacy laws 
and regulations to determine the extent to which they apply to AI technologies, and where 
necessary, update existing regulations to accommodate AI. The Subcommittee specifically 
stressed that any regulatory approach to AI consider whether the risks to public safety or 
consumers fall within existing regulatory frameworks, and to the extent they don’t, consider 
whether modifications or additions are necessary to better account for AI use.  
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As part of a multipronged effort, two recent bills have been introduced in Congress. The most 
interesting one, the Algorithmic Accountability Act, introduced in the Senate with an equivalent 
bill in the House, would require large tech companies65 to audit existing machine-learning 
systems to identify the system impact on accuracy, fairness, bias, discrimination, privacy and 
security and take corrective action on a timely basis. It would also require such audits to be 
conducted prior to implementation on new AI systems. The US Federal Trade Commission 
would be required to promulgate rules within 2 years following enactment of the legislation and 
would have the power to enforce violations in accordance with existing laws for unfair trade 
practices and deception. State attorneys general would also have the right to bring civil actions 
on behalf of the residents of their State with the right of the FTC to intervene.  
 
In Congressional subcommittee hearings, testifying experts frequently cite concerns about 
individuals’ privacy rights, including the risk of breaches by hackers, misuse of personal data by 
those who collect it, and secondary use concerns—data collected for one purpose is later re-
appropriated for another.66 A difference of opinion exists as to whether Federal privacy 
regulation is needed for AI or whether regulations should be sector-specific.  
 
Some AI products and practices are currently subject to Federal privacy laws, including HIPAA 
and the Gramm-Leach-Bliley Act.67 But Assistant Professor Nicholson Price at the University of 
Michigan Law School, has pointed out that while HIPAA’s Privacy Rule governs and restricts 
both disclosure and use of certain health information by “covered entities,” there are issues with 
respect to the protection of that information in the AI context, most importantly, that large 
aggregators of big data, including Google and Apple, are not within the definition of “covered 
entities.” 68 
 
U.S. Food and Drug Administration (FDA) 
Professor Price has opined that the typical tools that help ensure safety and efficacy in medical 
technology—scientific understanding and clinical trials may not work well in the context of AI. 
Understanding is challenged by the fact that we often don’t understand how algorithms make 
decisions (at least so far), and even if we could the results would likely be too complex. Clinical 
trials may not be feasible because the algorithms will make highly personalized treatment 
predictions; the benefits of speed and low cost would be undercut by the long, ponderous, and 
expensive clinical trial process; and the changing nature of machine learning algorithms would 
present obvious difficulties.69  
 
Professor Price suggests that the FDA focus instead on procedural safeguards such as the quality 
of the data used, the development techniques, and the validation procedures coupled with robust 
oversight following their use. The FDA appears to be headed this direction with some of its 
recent announcements: 
 

• April 11, 2018—the U.S. Food and Drug Administration permitted marketing of the first 
medical device to use artificial intelligence to detect greater than a mild level of the eye 
disease diabetic retinopathy in adults who have diabetes.70 

• May 24, 2018—the FDA approved an algorithm that aids radiologists in detecting wrist 
fractures.71 
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• October 2018—the FDA outlined five steps it was developing that would affect the 
regulation of AI in the U.S.72 

• January 2019—the FDA unveiled its first software pre-certification pilot aimed at 
streamlining the assessment of safety and effectiveness of software technologies from 
manufactures that have demonstrated a level of excellence, without inhibiting patient 
access to those technologies.73 

 
Federal Reserve Board 
The Federal Reserve Board has recognized the need for regulation of AI to be thoughtfully 
designed so ensure the appropriate mitigation of risks, enhancing efficiency, risk detection and 
accuracy to the financial sector—but without hindering innovation that would benefit consumers 
and small businesses.74 In a presentation Governor Lael Brainard identified several existing 
regulations, guidance and approaches that will have some applicability to AI regulation, 
including: (1) the Federal Reserve’s “Guidance on Model Risk Management” (SR Letter 11-7) 
which highlights the importance of embedding critical analysis throughout the development, 
implementation and use of models, including AI algorithms; (2) examiners’ practice of 
evaluating the processes that firms utilize for developing and reviewing models; (3) existing 
guidance on vendor risk management (SR 13-19/CA 13-21) and guidance on technology service 
providers could be expected to apply to externally sourced AI-tools or services; and (4) the 
regulator’s longstanding risk-focused supervisory approach requiring that the level of scrutiny be 
commensurate with the potential risk posed.75 
 
Importantly, the Federal Reserve recognizes that AI presents challenges with respect to opacity 
and explainability as well as the related issue of the “proverbial black box.” Noting that it is not 
uncommon for questions to arise about the lack of understandability that a bank has regarding its 
vendors’ models, Governor Brainard focused on the need to avoid discrimination and unfair 
outcomes, ensuring that AI tools do not “learn” the biases of the society in which they were 
created.76 He also recognized that the AI community is working on developing “explainable” AI 
tools.  
 
The NAIC and State Regulation of Insurance 
With the ability of AI systems to develop independently, without direct human involvement, it 
will be essential for insurers to develop controls and monitoring that will ensure that machine 
learning continues to adhere to federal and state regulations concerning data privacy, fairness, 
discrimination and cybersecurity.  
 
The National Association of Insurance Commissioners (NAIC) is addressing the issue of 
regulation of AI primarily through two working streams of its Executive Committee—the 
Innovation and Technology Task Force and the Big Data Working Group. State regulators are 
grappling with how to obtain and apply the skills necessary to review AI systems going forward 
with some smaller states preferring that this analysis be done through the NAIC and larger states 
objecting to the NAIC usurping their role as regulators.  
 
Similar to their federal counterparts, the task force and working group’s charges direct them to 
review existing model laws and regulations in light of AI and recommend changes to 
accommodate emerging technology. These reviews include marketing, rate regulation, 
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underwriting, claims, regulatory reporting requirements, the regulation of data vendors and 
brokers, and consumer disclosure requirements.77 
 
The NAIC Casualty Actuarial Task Force adopted a white paper in 201878 providing over 90 
suggested best practices (guidance) to state regulators for assessing predictive models in the 
private passenger automobile and homeowners’ insurance lines for purposes of rate filing. The 
task force noted that its guidance was largely transferable to other lines of business and other 
insurance endeavors (marketing, underwriting and claims). However, it cautioned against using 
the best practices to create a standard for rate filings in all cases.79 The American Academy of 
Actuaries, in reviewing the white paper, suggested that regulators consider whether the guidance 
has the potential to be unmanageable for modelers as well as regulators.80  
 
New York Regulation  
On January 11, 2018, New York City Mayor Bill de Blasio signed a bill into law that creates a 
task force to examine how the city’s agencies use algorithms to make decisions that can affect 
millions of New Yorkers. The bill requires NYC establish a task force to recommend ways to 
establish public accountability for the city’s use of algorithms, including ensuring accuracy and 
fairness. In New York, algorithms are used to assign kids to schools, screen for benefit fraud, 
assess teacher performance, and design predictive policing behaviors.81 (It is interesting to note 
that prior iterations of the bill would have required companies to disclose proprietary 
algorithms.)  
 
The concern about bias in the insurance context is best illustrated in Insurance Circular Letter 
No. 1 (2019) issued by the New York Department of Financial Services82 which followed the 
Department’s review of external data available to insurers for use with “algorithms and 
predictive models.” Citing to New York Insurance laws prohibiting the use of race, color, creed, 
national origin, status as a victim of domestic violence or past lawful travel, sexual orientation, 
and other matters, from being used in underwriting,83 the Department concluded: 
 

[a]n insurer should not use external data sources, algorithms or predictive models in 
underwriting or rating unless the insurer has determined that the processes do not collect 
or utilize prohibited criteria and that the use of the external data sources, algorithms or 
predictive models are not unfairly discriminatory. The insurer must establish that the 
external data sources, algorithms or predictive models are based on sound actuarial 
principles with a valid explanation or rationale for any claimed correlation or causal 
connection. An insurer must also disclose to consumers the content and source of any 
external data upon which the insurer has based an adverse underwriting decision. 

 
The Department holds insurers responsible for not just relying on a vendor’s claim of non-
discrimination or the proprietary nature of their process—the burden remains with the insurer to 
independently determine the vendor’s compliance with anti-discrimination laws.84 This runs 
parallel to cyber security law where the insurer cannot avoid third-party failure but is held 
accountable for that failure.  
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European Union 
On April 8, 2019, the European Commission published Ethics Guidelines for Trustworthy AI and 
a document entitled A Definition of AI: Main Capabilities and Scientific Disciplines.85 Based on 
fundamental rights and ethical principles, the Guidelines list seven key requirements that AI 
systems should meet and offers guidance for practical implementation of each requirement. A 
pilot process is established in which stakeholders can participate and provide feedback for 
improvement, along with a forum to exchange best practices.  
 
The seven key requirements are: 

1. Human agency and oversight 
2. Technical robustness and safety 
3. Privacy and Data governance 
4. Transparency 
5. Diversity, non-discrimination and fairness 
6. Societal and environmental well-being 
7. Accountability 

The European Commission is considering whether to pursue additional legislation for AI beyond 
the current General Data Protection Regulation (GDPR), effective May 25, 2018, which applies 
to AI to the extent it processes personal data. Recognizing that AI regulation must be flexible 
enough to allow innovation, the Commission is reviewing whether the EU and national 
frameworks are sufficient for addressing the challenges of AI. Among the factors under 
consideration are how to make regulation usable and practical, and whether different rules should 
be applied to public as opposed to private sector uses of AI. A report identifying gaps is expected 
in mid-2019.  
 
AI Regulatory Activities in Other Jurisdictions 
On the world stage, the U.S. Congress has recognized the importance of the United States’ role 
in the development and application of AI-driven technologies while at the same time noting that 
U.S. leadership is no longer guaranteed. Particularly concerning is the prospect of Russia and 
China overtaking the U.S. in AI advancement and losing any decisive advantage to other nation 
states. Congress believes that maintaining the U.S.’ competitiveness in AI is critical to its 
economic security.86 
 
One of the many organizations working on establishing a code of ethics is the Boston Global 
Forum which has published the AIWS Report About AI Ethics.87 The report tracks the efforts of 
the G7 countries (Canada, France, Germany, Italy, Japan, the UK and the US) as well as other 
influential AI countries (China, India and Russia). The information is not limited to the issue of 
ethics but reports more generally on AI regulatory and legislative activities. 
 
Additionally, the OECD has several workstreams for AI and has published a number of articles 
about the impact of AI on labor markets, education/training gaps and more comprehensive 
scientific uses of AI.88  
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VIII. HOW SHOULD COURTS AND ARBITRATION PANELS ADDRESS AI? 
Although some arbitrators will look at the prospect of deciding cases involving AI as a bridge too 
far, they might take comfort (or not) in the fact that few in Congress or on the bench understand 
the foundations of AI any better. As noted above, laws are often ambiguous, and insurance and 
reinsurance contracts are not always a model of clarity either. Courts and arbitration panels, tasked 
with the authority and responsibility to determine whether one parties’ rights have been violated 
by the other, or whether a party has departed from a legal standard may be hard-pressed to do so 
in the context of complicated software systems.  
 
This lack of expertise on the part of courts and panels will shift the determination, or at least, the 
interpretation, to technical experts. While courts might choose to appoint special masters with 
special skill and knowledge (determination), arbitration panels and those who appoint them might 
consider appointment of experts that can help bridge the gap of understanding between the AI 
system and the panel as decision-makers (interpretation). 
 
The Federal Rules of Evidence set forth the federal standard for the admissibility of new scientific 
methods in adversarial proceedings: “A witness who is qualified as an expert by knowledge, skill, 
experience, training, or education may testify in the form of opinion or otherwise if … (a) the 
expert’s scientific, technical or other specialized knowledge will help the trier of fact to understand 
the evidence or to determine a fact in issue…”  
 
Attorneys presenting cases in arbitration or litigation and decision-makers should take into account 
that full transparency does not equate with accountability. For example, revealing the underlying 
mechanics of AI could result in exposing trade secrets, hamper law enforcement or lead to gaming 
certain decisions. As noted by one expert, concealment does not imply the inability to meaningful 
analyze the AI system.89 In a very informative law journal article, Joel Reidenberg sets forth 
technical tools to provide policy and decision-makers with the ability to protect software trade 
secrets while at the same time ensuring that AI systems are accountable.90 
 

IX. CONCLUSION 
AI will impact our daily lives, our families and our work environments with increasing speed and 
scope. While we are experiencing only the beginning of these impacts now – governments, 
policymakers, insurance professionals, courts and arbitration panels will need to internalize the 
basics of AI as soon as possible – the learning curve can be daunting, requiring us to step outside 
our comfort zones into the scientific world – but it holds much promise and excitement.  
 
*The author recognizes and thanks Tony Lombardo who provided critical support during research and 
writing of this article.  
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